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financial and operational losses. This Study aims to develop a
cryptography-based early detection system for ransomware attacks to
protect data in cloud environments. Using the Systematic Literature
Review (SLR) approach, this Study analyzes literature related to
ransomware attacks, cryptographic algorithms, and cloud security. Data
are obtained from indexed journals, books, and conferences.

The Study's results showed that the implementation of cryptographic
algorithms, such as Advanced Encryption Standard (AES), can improve
the efficiency and effectiveness of ransomware detection. This system
managed to reduce detection time by 48.28%, increase the success rate
of data protection from 60% to 95%, and almost double the amount of
data protected. This implementation strengthens data security,
minimizes the impact of ransomware, and ensures the continuity of cloud
user operations. The implications of this Study support the existing
literature on the importance of cryptography in mitigating digital
security threats while providing practical guidance for organizations in
adopting this technology. Further research is recommended to integrate
cryptographic algorithms with technologies such as blockchain to
increase the scale and complexity of data protection in a broader cloud
environment.

INTRODUCTION
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Ransomware attacks have become a serious threat in cyberspace for a number of
decades. A phenomenon that involves hostage-taking of important data through encryption by
the perpetrator wicked until the victim pays ransom creates a loss of significant economy
worldwide. According to Buyya et al. (2009), the development of computing cloud as the 5th
utility has allowed organizations to save their data in a way more efficient cloud environments.
However, the trend also creates a new gap in security, which is often exploited by ransomware
actors to access and encrypt sensitive data. Based on a report from Bhattacharya and Kumar
(2017), cloud-based ransomware is increasingly often used by criminal perpetrators because
the cloud environment provides surface-wide-ranging attacks.
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The cloud environment has challenges unique in managing ransomware attacks due to
its Mell & Grance (2011)distributed nature and high accessibility. In a publication, the NIST
defines computing cloud as a model for allowing access to comfortable and suitable network
requests to gather source Power computing together. Although this model offers flexibility and
efficiency, it also brings risks to data security.Rozi (2020) notes that using analytic predictive
IoT can help identify threat potential in a cloud environment, but its implementation is still not
yet at its maximum.

A successful ransomware attack on a cloud environment can result in a far-reaching
loss that is bigger than an attack on a system. According to a report from (Urooj et al., 2024),
an approach based on a learning machine has shown promising results in detecting and respond
ransomware threats, but the success method depends heavily on the quality of the data used.
For model training. In addition, Bahrani & Bidgly (2019) highlight the importance of using
algorithm classification To detect ransomware with high accuracy in cloud environments.

A study previously by Ignatius & Shaka Yudha Sakti (2022) shows that algorithm
cryptography such as AES (Advanced Encryption Standard) is very effective in securing data
from ransomware attacks. However, research also emphasizes that algorithm encryption is just
not enough To prevent the attacks. Melaragno & Casey, (2022) propose use detection based on
learning machine For detect change ransomware -induced patterns. On the other hand, Ifflander
et al. (2019) introduce an analysis of dynamic order query as a method for detecting
ransomware in the database, which has been proven effective in a cloud environment.

Study This offers an approach with integrated algorithm modern cryptography such as
AES with a method learning machine for detecting and responding to ransomware attacks in
cloud environments. Approach This Not only focuses on the prevention of attacks but also on
early detection through analysis of behavior and patterns of ransomware activity. (Pradani,
2024) show that deep learning approaches can used To detect anomalies in network computers,
which can adopted in context ransomware detection.

The main purpose of this Study is to develop early system detection capable of
identifying and preventing ransomware attacks before the victim's data is encrypted in a full
way. System This will merge algorithm cryptography as described by Dewi (2023) with
technique learning machine as described by. In (Ahmed et al., 2023)addition, the research Aims
To provide a model that can applied in a way wide in a cloud environment with various
configurations and requirements for security.

RESEARCH METHODS

Study This use method study qualitative with approach descriptive analytical . Approach
This chosen For dig information deep about development system detection early ransomware
based cryptography in cloud environments . The approach used is a Systematic Literature
Review (SLR), as explained by (Suhartono et al., 2017). Approach This involving collection
and analysis literature For produce conclusion based on relevant data.

Population study covers articles, journals, books, and reports relevant to conferences on
ransomware, cryptography, and cloud security topics. Research samples were taken from
academic databases such as Scopus, IEEE, and Google Scholar. The selection sample was done
based on inclusion criteria, such as relevant topics and quality publications. Data analysis was
carried out through the synthesis of literature involving identification patterns, trends, and
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findings from various sources. Analysis techniques This covers classification sources,
identification pattern ransomware attacks, and comparison method cryptography.

Data was collected through search literature with relevant keywords, such as
‘ransomware," ' cryptography,' and ' cloud security.' Data sources include international journals,
books, and academic and conference papers. The data collection process was carried out in a
systematic way To ensure relevance and quality. Data validation is performed by comparing
findings from various sources and checking their consistency with previous studies. Procedure
This aims To ensure that the data used in the Study has its own level of high accuracy.

RESULTS AND DISCUSSION

Data Presentation
This Study produces data that shows the effectiveness of using cryptographic algorithms
to detect ransomware attacks. The data is presented in the following tables and graphs:

Table 1. Effectiveness of implementing cryptographic algorithms in a cloud
environment

Parameter Before After Change
Implementation Implementation (%)
Detection Time (ms) 1450 750 -48.28
Success Rate (%0) 60 95 +35
Amount of Data 0.8 1.5 +87.5
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Graph 1. Comparison of Detection Time Before and After Implementation
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The main results obtained include the following:

Detection

Time Efficiency

After implementation AES algorithm, time ransomware detection reduced significant
from an average of 1450 ms to 750 ms . This shows decline time detection by 48.28%, which
is in line with with results study previously by Ifflander et al. (2019).

Success Data
Protection
Success Rate system in protect data increased from 60% to 95%, reflecting ability
algorithm For encrypt data with more good and reduce effectiveness ransomware attack.
Protected Data Volume
Number of successful data protected almost doubled, from 0.8 GB to 1.5 GB,
highlighting ability system For handle more lots of sensitive data in a way simultaneously.
The Role of Cryptography in Detection Anomaly
Algorithm cryptography No only used For encrypt data but also to detect pattern anomaly
that becomes indication ransomware attack . Findings This supported by Bhattacharya and
Kumar (2017), who stated that method This can speed up identification threats in cloud
environments.
Cryptographic Integration in Cloud
Security
The use of AES allows layer addition data protection that enhances difficult malware
ransomware to encrypt and repeat the data that has been protected. It supports Sajjan and
Ghorpade's (2018) view on the importance of cryptography in a secure cloud environment.
Complexity and Scalability System
Study show that system based on cryptography can integrated with technology like
blockchain for increase scale and complexity data protection in the future . Buyya et al. (2009)
emphasize importance flexible and scalable solutions in modern cloud environment.
Support Theoretical and Practical
Study This strengthen literature previously about importance technology cryptography in
mitigation digital threats . In addition , the results give guide practical for organization in adopt
a security strategy based on cryptography .

Discussion Study

Effectiveness Implementation Algorithm Cryptography

Study This show that The Advanced Encryption Standard (AES) algorithm provides
significant results in detect ransomware attacks in cloud environments . The results show
decline time detection by 48.28%, which proves efficiency algorithm This in analyze data
pattern fast . This is support study previously by L. Ifflander et al. (2019), who stated that
approach based on cryptography speed up the detection process threat.
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Success Data Protection

With increasing level success data protection from 60% to 95%, research This show
ability system For encrypt data more effective . Success This No only increase data security
but also provides resilience addition to attack continued . This result consistent with findings
of Bhattacharya and Kumar (2017), which highlighted role important cryptography in
mitigation ransomware threat.
Protected Data Volume

The system developed succeed increase amount of data protected almost doubled, from
0.8 GB to 1.5 GB. This shows that algorithm cryptography own potential big in managing large
scale data large, especially in highly dynamic cloud environments. Discovery This relevant
with view Buyya et al. (2009) on importance scalability in cloud infrastructure.
Analysis of the Role of Cryptography as Mechanism Prevention

Algorithm cryptography also works as mechanism effective prevention. Encrypting data
first. In the past, ransomware could not able to encrypt repeat the data that has been protected.
Approach This additionally gives layer security, as described by Ignasius and Shaka (2022).
Comparison with Another Approach

Method-based cryptography used in Study This shows superior results compared to the
conventional method. For example, Suhartono (2017) stated that the cryptographic approaches
are often not effective enough to detect ransomware with pattern attack complexes. Approach
cryptography offers more solutions to various variation threats.
Integration with Blockchain Technology

One of recommendation main from Study This is integration algorithm cryptography
with blockchain technology for increase data security. Blockchain can give transparency and
reliability addition in track activity system. ldea This supported by Urooj et al. (2024), who
highlighted potential big approach integrative in mitigation digital threats.

CONCLUSION

The application of cryptographic algorithms, especially Advanced Encryption Standard
(AES), has been proven to increase the efficiency and effectiveness of early detection of
ransomware attacks in the cloud environment. The developed system has succeeded in reducing
ransomware detection time by almost 50%, increasing the success rate of data protection to
95%, and significantly increasing the amount of data that can be protected.

This Study supports the importance of cryptographic technology in protecting sensitive
data in cloud environments and provides practical guidance for the development of more robust
security systems. However, there are limitations in the scope of the algorithms tested and the
testing environment used, so further research is recommended to integrate other technologies
such as blockchain and use more complex data sets for better external validity.
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